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Executive Summary

This report explores the factors and limitations in improving informed consent, and works to develop
solutions that are conducive to consumers and other stakeholders. A survey, five expert interviews and
an extensive review of academic literature were conducted and analysed, guided by the double
diamond framework. This identified our two main themes. Principally, current frameworks are ineffective
in improving informed consent for consumers, and the tightening of current policy may have adverse
effects on the societal benefits of data. Additionally, a lack of transparency of data management by
businesses — potentially hindered by practicality — makes it difficult for consumers to provide informed
consent. Based on these themes, it was determined that a non-policy approach would be more effective
in achieving better informed consent. Our analysis yielded three recommendations to enhance informed
consent in a way that is conducive to consumers and stakeholders. Firstly, a blockchain-based reverse
transparency method will be outlined to assist in enabling consumer understanding following initial
consent. Next, the utilisation of a ratings system to enhance business accountability for data
management. Finally, chatbots are proposed as a means to enhance consumer engagement within the
consent process. Future research will need to be conducted to address the immutability of blockchain,
the criteria upon which the rating system is based and a cost analysis of aforementioned solutions.



1.0 Introduction

1.1 Context of the Problem, Significance of Further Development

In order to access beneficial or necessary services, consumers are increasingly required to accept the
collection of their personal data by service providers (Whitley, 2009). With reliance on these services
increasing, consumers face a greater risk of their personal data being mishandled by collectors. This is
paralleled by growing concerns surrounding their privacy. This notion is highlighted in the Office of the
Australian Information Commissioner (OAIC) consumer surveys, reporting that 69% of Australians have
become increasingly worried about their online privacy between 2012-2017 (OAIC, 2017). This
indicates a lack of trust from consumers — who give consent to provide data — in businesses, for whom
data is a commercial asset.

For comparison, a lack of patient trust within the healthcare industry was responded to through a
framework redesign that increased provider accountability, by requiring them to divulge appropriate
information to the patient, allowing for more informed decision making and consent. (Wood Jr, 2019).
Given the sensitivity of personal data, and society’s reliance on services that use it, it would follow that
the same level of discretion should be afforded to the consumers who provide this.

Considering the role of informed consent within healthcare in improving trust, the current framework
outlined in the Australian Privacy Principles (APP) is key to understanding this issue. The APP is
notably lagging behind the European General Data Protection Regulation (GDPR), considered the
international standard, as evident in Figure 1.

GDPR Art 7 APP (no equivalent)

Consent must be: s 6(1) defines consent as “express consent or
e Freely given; implied consent’
e Given via a clear, affirmative act (opt-in);
e Easy to withdraw. Not explicitly defined in the act.

Does not include implied consent.

Definitions in law

Express consent:
Clearly and unmistakably stated, may be given in writing, orally, or non-verbally.

Implied Consent:
Inferred from a person's actions and the facts and circumstances of a particular situation.

Figure 1

This makes clear that the APP is far more relaxed in its definition of consent, allowing bundled terms of
service (ToS) agreements to suffice.

Yet, consumers find this process opaque and have difficulties with the length and legal complexity of
ToS agreements (Steinfeld, 2016). The Consumer Policy Research Centre (CPRC, 2018) affirms the
insufficiency of this framework, finding that 94% of individuals do not read ToS before consenting to the
data they share.



Hence, an asymmetry between consumer belief and behaviour is present, requiring an understanding
of consumer attitudes and behaviours (Mattern, 2014): consumers care about the data they share, yet
value the benefit of online services more highly than the effort required to inform themselves of the
consent required to access the service, leading to contradictory behaviour. This discrepancy reinforces
calls for a framework redesign that better informs consumers of the data they share on the internet, and
mitigate the issue of a lack of transparency.

However, the commercial standpoint of collectors of data, such as business, must be considered.
Improving their trust relationship with customers is crucial, yet they require profitable usage of data
within  their business model, highlighting the need to understand economic tradeoffs
(De-Scheemaekere, 2009; Helzner, 2012).

Finally, technological understanding is needed to capture the capabilities of data science, in order to
assess the viability of improving consumer understanding.

With the complexity of the issue apparent, it is clear that an interdisciplinary approach is required to
improve informed consent.

1.2 Aims, Problem Statement and Objectives

A new framework is essential, whilst maintaining the efficacy of data as an asset for businesses, given
the benefits that principled advances in technology and data amalgamation create for society.

Problem Statement:

How can we improve informed consent, and redesign the current framework in a way that is conducive
to consumers and other stakeholders?

Objectives:

1. What are the causes of uninformed consent, and how exactly has the current framework
contributed to this?

2. What difficulties, if any, has arisen in mitigating uninformed consent in the past, and how do we
overcome it?

3. Analysing potential redesigns, is there a constructive solution that satisfies stakeholders?



2.0 Method

2.1 Team Profile

Coming from a multitude of disciplines (law, government, business, science and economics), the team
utilised different research and thinking methods to cohesively create a novel solution to the current
consent framework in Australia.

Importantly, Elliot, Ansar, Ser Rin and Isabel all study finance. Despite commonality, their alternate
disciplines, in combination with Kelvin’s legal experience, yielded a multiplicity of epistemic stances to
help effectively delegate roles (Squires, 1992).

Ansar’s strong algorithmic thinking approach, developed through his studies in computer science and
finance, helped him assume the role of Information Giver. In this, he was able to constructively break
down the problem, and identify different components to tackle individually.

Kelvin’s legal education has developed profound analytical skills, and his discipline’s strong epistemic
diversity helps him effectively work as a Coordinator, assisting the team through investigations into the
legalities of the current framework and plausibility of solutions (Gardiner, 2019).

Elliot’'s experience using systematic reasoning and numerical analysis to provide insights enables him
to effectively work as an Elaborator, conducting quantitative research into the attitudes and behaviours
of consumers as well as adapt the results into digestible information.

Isabel’'s understanding of economics, finance and international relations has helped develop a diverse
process of reasoning. Working as Initiator/Contributor, she used primary and secondary research to
propose solutions that the team would analyse and work upon.

Ser Rin’s disciplinary knowledge of accounting and finance gave her the role of Evaluator/ Critic,
equipping her with the necessary tools to conduct statistical research to support ideas and look into the
opposing views of current international standards.

2.2 Double Diamond Model

To structure our approach, the double diamond model was used to outline the research methods used
to meet our objectives.

2.2.1 Discover

In the Discover phase, the team sought to gather research to identify the causes of uninformed
consent, and how the APP contributes, to address our first objective. Given that its complexity has
already been identified, a variety of primary and secondary research was conducted by all members.



Kelvin’s legal understanding was suited to comparative research of APP and GDPR consent policies.
This helped to provide reasoning for other drivers of uninformed consent.

Utilising Google Scholar, given its familiarity, Ser Rin and Ansar utilised their Finance background to
research business ethics that are driven by these policies. 5 industry experts, within the fields of
Environmental and Social Governance (ESG) Investing and Business Privacy, gave insights across 3
interviews, that helped to support our secondary research of how business behaviour contributes to the
issue.

Elliot designed a survey to understand consumer behaviour and opinion surrounding consent
frameworks. This provided primary numerical evidence on the consumer-driven causes of uninformed
consent.

Finally, to support this quantitative research, Isabel utilised her understanding of irrational decision
making to contribute qualitative literature review into consumer behaviour in response to consent
frameworks (Mattern, 2014).

Amalgamating this, a preliminary brainstorm was conducted to discuss these interdisciplinary findings,
to finalise our research on Objective 1, and direct following research

2.2.2 Define

During the Define phase, we sought to address our second objective; identifying barriers that have
limited progress in improving informed consent. Given the GDPR’s recency of implementation,
comprehensive and reliable research into implications of improving informed consent, through policy
tightening, was available.

To start this process, Kelvin’s legal comparison was analysed to provide insight into how the GDPR
provides incremental support to consumers to better inform consent. Using this, we researched the
implications of policy tightenings across stakeholders.

Consumer reception to policy tightenings was addressed through Elliot’s survey, where behaviour and
beliefs surrounding GDPR-mandated consent frameworks were also collected. To support this primary
research, consumer research conducted by consultancy firms in Europe garnered deeper insight into
the effectiveness of GDPR, to identify if such a policy helps to mitigate the issue.

Interviews helped identify key economic impacts of policy tightenings, and a deeper understanding of
this was obtained through literature review; Ser Rin’s numerical skills helped find statistical analysis,
and Isabel used socioeconomic analysis to attempt to draw a link between economic impacts and
consumer behaviour.

Finally, Ansar leveraged his computer science background to research, using ProQuest and Science
Direct, how these barriers to improving informed consent may affect technological advancements, and
the purpose of data’s use.

Through this analysis, a clear understanding of our second Objective was obtained.



2.2.3 Develop

In the Development process, our team consolidated our research and analysis to hypothesise possible
solutions. Information from interviews and case studies helped inspire this.

To consider the interdisciplinarity of the issue at hand, solutions were collaborated upon, and evaluated
from the stances of each member:

e Elliot and Isabel utilised consumer research to evaluate the efficacy of solutions in creating
behavioural change.

e Ser Rin and Kelvin conducted analysis of economic impacts and business reception of such
solutions.

e Ansar sought to understand their technological viability and limitations.

Finallyy, a SWOT analysis consolidated potential solutions, to understand how a multiplicity of
recommendations could serve to mitigate the complexity and interdisciplinarity of a lack of informed
consent.

2.2.4 Deliver

Amalgamating our findings, we were able to present a practical, research-backed recommendation to
KPMG, that increases transparency and consumer understanding, whilst enhancing business
accountability for data management and acting as a means to strengthen consumer engagement within
the consent process.



3.0 Results

The findings from our primary and secondary research identified two central themes: the first being that
the current policies in place are ineffective consent frameworks, and the second being that businesses
are not inclined to pursue an improved consent framework.

3.1 Theme 1: Australian Privacy Act and GDPR Consent Frameworks
Are Not Effective

Our expert interviewees expressed concerns over the ineffectiveness of both APP’s bundled ToS, and
GDPR’s unbundled and opt-in frameworks. This is reinforced by findings from our research. Firstly, the
current consent framework is ineffective at improving consumer understanding. Secondly, stricter policy
can indirectly undermine the societal benefits of data.

3.1.1 Direct Ineffectiveness for Consumer Understanding

The survey (n=132) used a Likert scale to understand consumer behaviour and attitudes. Its results
found:

1. 76% of respondents disagreed to the statement ‘I read the ToS Agreement of most of the
services | use’.

| read the Terms of Service Agreement of most of the services | use.
132 responses

60

59 (44.7%)

40 42 (31.8%)

20 =
20 (15.2%)

8 (6.8%)

2 3 4 5

Strongly disagree Strongly agree

2. 74% of respondents agreed to the statement ‘| care about the personal data that my service
providers have about me.’.
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| care about the personal data that my service providers have about me.
132 responses

B0

B0 64 (48.5%)

37 (28%)

20 22 (16.7%)

1(0.8%)
8 (6.1%)

1 2 3 E 3

Strongly disagree Strongly agree

This supported initial findings, that bundled consent creates asymmetry between consumer beliefs and
behaviour, of which motivated our project statement.

Obar and Oeldorf-Hirsch (2018) provide incremental research to support this. They found that 74% of
individuals did not read consent policies, and utilising research on reading speeds, identified that the
average bundled agreement takes 15-17 minutes to read. Finally, their qualitative research found that
consumers view consent policies as a “nuisance”.

This primary and secondary research confirms our hypothesis, that bundled consent policies fail to
effectively inform the consumer of the data they consent to, given their length and difficulty of language.

Barth and De Jong (2017) identify this asymmetric behaviour as the privacy paradox, and explore its
behavioural drivers through literature review. They find that irrational decision making is the largest
driver of this, and name various biases that contribute, including bounded rationality, situational cues,
and immediate gratification.

Gambino et al. (2016) add to this, identifying 8 heuristics that drive the privacy paradox. The key
heuristics, in the lens of lack of informed consent, are evident in figure xx.

Negative Heuristics

Fuzzy-Boundary - Distrust is triggered by targeted advertising from third parties

Intrusiveness - unexpected consent permissions and targeted advertising make individuals feel
unsafe

Deloitte (2018) consumer surveys found that 42% were undecided if GDPR consent policies improve
understanding. Interview 3 supported this, suggesting that alternative consent frameworks also appear
ineffective at achieving informed consent.

Legal Comparison of Current Frameworks
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To better understand this research, a legal comparison of APP and GDPR consent frameworks was
conducted.

APP GDPR
s 6(1) defines consent as “express consent or Art 7 Consent must be:
implied consent’ e  Freely given;

e  Given via a clear, affirmative act (opt-in,
unbundled - Recile 43);
e  Easy to withdraw.

Not explicitly defined in the act. Does not include implied consent.

Figure 1, within our context, provides a visual comparison of how consent is addressed within the
current legal frameworks. It makes clear that the GDPR has set a reasonably high bar when it comes to
obtaining consent from consumers.

In contrast, the APP sets out expressed and implied consent as acceptable. Defining these methods,
expressed consent is comparable to GDPR requirements, while implied consent is rather vague; being
inferred from either an individual's actions, or a situation’s facts/circumstances.

Considering this, it can be argued that awareness of data collection and sharing suffices for implied
consent, when consumers engage with an online service. Therefore, there is never a time where an
APP entity does not have a consumer’s consent.

This makes clear that explicit and unbundled methods, such as opt-in and cookie consent, are key to
the GDPR’s advanced consent framework, when compared to APP. Yet, they remain ineffective. Ooijen
and Vrabec (2018) explore the causes of this, and find that the GDPR fails to resolve the complexity of
language and clarity that drives uninformed consent in bundled frameworks.

Consumer reception to unbundled frameworks also contribute; a Deloitte (2020) survey found 72% of
respondents are “annoyed” by cookie banners, and conclude that it is not a user-friendly method of
improving informed consent. Kulyuk et al. (2018) support this, finding that consumers perceive these
notices as a nuisance, and fail to improve trust.Therefore, the GDPR does not enable consumers to
better understand the information that they consent to sharing.

3.1.2 Implicit effect of stricter policy on societal benefits of data

Additionally, our research gave light to the inadvertent consequences of a policy tightening - that fails
to improve consumer understanding - on the societal benefits of data.

Interviews identified that data-sharing has profound societal benefits that are not fully realised by
consumers, affirmed by survey comments:

“...I'm very lazy to read through terms of consent agreements, and at this point, | take it as a
given/implicit understanding that any site whose services | use is going to misuse my data in some

”

way.
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These pessimistic attitudes provide understanding of Gambino et al's. (2016) intrusiveness heuristic,
where consumers perceive consent notifications as a threat. Interview 3 supports findings that
underlying connotations drive a lack of understanding of data’s benefits, and given policy tightenings
appear ineffective, this will persist and preserve uninformed consent.

The interview also gave insight into consequential economic impacts. Whilst a framework tightening
increases businesses accountability, persisting lack of consumer understanding limits the usefulness of
information they collect. Aridor et al. (2020) provide quantitative research to assert this; following the
shift to opt-in consent, intermediary observed consumers for GDPR regulated businesses declined by
12.5%.

Ferracane et al. (2018) adds to this, identifying that such economic burdens are greatest for firms
dependent on data for productivity. Given this, they highlight a long-term impact on advancements in
the usage of data to benefit society. This is echoed by interview 2, wherein the APP consent framework,
gives Australian businesses room to operate lawfully with consumers, whilst achieving economic
objectives.

Aviv and Gal (2020) outline asymmetric economic impacts following GDPR implementation, further
impacting society. Allen et al. (2020) supports this, finding these economic impacts are worse for
smaller firms, allowing large data users such as Facebook and Google, to expand in dominance. Both
papers explain that this limits market competition, hindering innovation and data’s benefits (Allen et al.,
2020; Aviv & Gal, 2020).

Allen et al. (2020) explains that blockchain can be utilised as an alternative method to improve
consumer understanding. Interview 1 supported this through discussion of a framework similar to
supply chain mitigation’s role in addressing other Environmental, Social and Governance (ESG) issues.

Amalgamating the research within this theme, it is evident that APP and GDPR both limit understanding
of the purpose of sharing data, contributing to consumer inability to make informed consent decisions.
As a result of this, the benefits of providing data, for the individual, are not realised, limiting business
and organisation’s ability to use it, creating barriers for these benefits to advance.

3.2 Theme 2: Businesses are not inclined to improve informed
consent, creating a lack of transparency

In addition to APP and GDPR ineffectiveness, interviews provided understanding that business
cooperation, to improve transparency, is required to facilitate informed consent, yet faces barriers.

Survey results affirm this; 82.6% of respondents agree that they are more likely to trust a service
provider if they were transparent about how they manage personal data (figure xx).
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I am more likely to trust a service provider if they were transparent about how they gather and use
my personal data.

132 responses

80
68 (51.5%)
v 41 (31.1%)
20
19 ane)
2(1.5%) 17 (12.9%)
0
1 5 2 p .
strongly disagree Strongly agree

Interviews highlighted that businesses are aware of this, and there are Australian firms proactively
improving informed consent. Case studies were conducted to identify what types of business were
proactive, and how so.

Case Studies on Business Proactiveness

It became clear that firms with higher reputational costs, such as from being front-facing or heavily
regulated, are more prominent in exceeding APP consent standards. For example, the Australian
banking industry leaders (Commonwealth Bank, ANZ, Westpac and NAB) all display proactive methods
of better informing the consumer. The method of doing so was mixed. Westpac has implemented
cookie notification banners (Figure 5), similar to GDPR, however do not ask consumer permission
(Westpac, 2020). Commonwealth Bank uses an innovative approach, by displaying an understandable
video outlining their privacy policy (Figure 6) and how collecting data enhances the consumer
experience (CommBank, 2020). However, surveys highlight the mixed success of video privacy policy
(Figure 7).

Figure xx.1: Westpac Cookie Banner

® We use cookies to secure and tailor your web use. Our notice explains how we use cookies and how you can manage them. By continuing to use this site we assume you're ok with our notice.

Figure xx.2: Commonwealth Bank Privacy Policy Video

’ You and your privacy
. I
You and your privacy

In our increasingly digital world, we take our responsibility to protect your “

privacy very seriously by applying strict security and privacy controls to the

way we handle your personal information. We use the information you
provide us to give you the best possible banking experiences, to help us : "

assess your applications as well as design and tailor products and services i

so they're just right for you. .

MORE VIDEOS

& VouTube 3
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Figure xx: Consumer Survey Results: Video Agreements

I am more likely to watch a short video about the Terms of Service Agreement.

132 responses

60

42 (31.8%)

31 (23.5%)
24 (18.2%)

17 (12.9%) 18 (13.6%)

1 2 3 4 5

Strongly disagree Strongly agree

However, interviews provided the understanding that the APP’s little stringency creates a barricade
regarding the magnitude of proactiveness. Both operational costs, and the implicit costs of receiving
less data to understand the consumer, drive competitive pressures and require economic tradeoffs.

A Deloitte (2018) report provides some reasoning; GDPR implementation highlighted that businesses
focus on compliance, minimising the reputational costs of data breaches, rather than mitigating
uninformed consent. A CGI-Oxford Economics (2018) study finds that data breaches create a
reputational cost that, on average, cause a 1.8% decline in share price.
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4.0 Analysis

Our research identified that a key barrier to improving informed consent was the consumer privacy
paradox, which is further exacerbated by an inefficiency in policy and lack of business collaboration.
Analysing our results, various solutions became apparent to help achieve our aim.

4.1 Policy vs. Non-Policy Approach To Reach Better Informed Consent

Our research illustrated that the APP’s lack of stringency does not enable consumer understanding nor
ensure informed consent, addressing our first Objective. It also gave insight into GDPR’s infeasibility,
finding that stricter policies are ineffective in changing consumer behaviour, and not viable in isolation.
These presented barriers allowed us to navigate our second Objective.

This warrants an alternative, innovative solution. Using our research, we conducted a SWOT analysis
of the success of policy/non-policy frameworks, to determine the most viable approach.

4.1.1 Policy Analysis

Our analysis indicates that a policy enforced solution is largely unviable.

Strengths

Weaknesses

Enforceability: Businesses are not encouraged
to collaborate, an enforceable policy framework
would help achieve this

Cost: Investing in a framework redesign is costly,
and if enforced by policy, the burden would be
largest on government

Past ineffectiveness: Reflecting on theme 3.1,
Previous policies provide no closure that future
changes will be successful

Opportunities

Threats

Ability to pioneer a new global standard: A
policy that is more effective than GDPR could be
revolutionary

Inability to keep up with pace of
advancements: Policy takes time, whilst the
development and expansion of data usage is
growing rapidly

Policy can bound innovation: An innovative
alternative is required, however policy may
instead induce a barrier

Pressure to conform to the GDPR
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4.1.2 Non-Policy Analysis

A non-policy approach, bolstering business collaboration towards achieving informed consent, appears
to be more suitable.

Strengths Weaknesses

Less intrusive of business: Policy has been Lack of enforceability: Businesses are not
shown to create asymmetric economic impacts. coerced by law to collaborate, alternative
Allowing businesses to contribute at their own methods are needed to motivate

pace reduces this risk.

Does not introduce inefficient use of policy
making: Mitigates the risks that technological
advancements create for policies in this field

Opportunities Threats
Better Facilitates Innovation: By allowing Privacy Fatigue: This has been identified as a
business to find unique ways to collaborate, previous barrier, and may still be endured

innovative solutions that could pioneer framework
solutions are more likely

Incentive to Build Consumer Trust

It was thus concluded that a non-policy enforced framework is more suitable to achieving our aim, as it
will change consumer behaviour more successfully.

4.2 Enabling Consumer Understanding Following Initial Consent

Our research identified that various biases contribute to irrational decision making, which is the
underlying cause of the consumer privacy paradox (Barth & De Jong, 2016; Gambino et al., 2016).
Inability to minimise these biases have posed barriers to improving informed consent, key to our aim of
understanding this within our second Objective.

Analysing the legal traits of ineffective frameworks highlighted a trend; frameworks designed to only
facilitate understanding at the point of initial consent do not align with, nor change, consumer
behaviour. This inadvertently detriments understanding of data’s benefits, leading to economic barriers
that limit the ability for data-sharing to serve its purpose. This supports our analysis that policy is an
ineffective approach to improve informed consent.

Considering how this research addresses our first two Objectives, we approached Objective 3 through
accounting for these behavioural discrepancies during initial consent, whilst mitigating concerns in the
aftermath. Our survey highlighted that 70% of respondents are more likely to trust a service provider if
they knew where their data was transferred to. An implementation of this, following uninformed consent,
could improve consumer understanding of data collection and enable more nuanced decisions when
experiencing these negative heuristics as outlined by Gambino et al. (2016).
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4.2.1 The Role of Reverse Transparency in Improving Informed Consent

Observing interviews and Allen et al. (2020)’s findings, a framework that mitigates negative consumer
heuristics in the aftermath of giving initial consent is achievable.

Interview 1 helped us identify a way to achieve this, coining the term Reverse Transparency. Being a
backwards method, consumers would be able to access information on how data has been transferred
in the aftermath of initial consent. Its mechanisms in mitigating the barriers to improving informed
consent are outlined in Figure xx.

How Reverse Transparency Achieves Informed Consent

Mitigates Theme 3.1 (consumer understanding)

Mitigates Theme 3.2 (Lack of business
cooperation)

Initial consent permissions are ineffective, and
concerns prevail

VL

Reverse transparency facilitates consumer
understanding during the periods of concern
(where these negative heuristics are strongest)

VWL

With better understanding, consumers are more
informed of the benefits of sharing data, reducing
pessimistic attitudes and enabling better
judgement

ARARANS

If this leads to a judgement that the data usage is
unprincipled, they will be motivated to opt-out,
increasing the effectiveness of this process within
the APP

Consumers are better informed of how their data
is shared, enabling a more effective opt-out
process

VWL

Increased transparency places more pressure on
front-facing businesses to design a more ethical
network of data-sharing

ARARANS

Businesses who previously did not face proactive
pressures are inadvertently exposed through a
networked ledger, and face pressures from
businesses who they trade data with

VL

Increased transparency is achieved throughout
the data sharing network, mitigating these
consumer concerns that contribute to the privacy
paradox

We hope that through improving understanding and collaboration, the consequences of poor
transparency upon initial consent will cease. In the long run, business collaboration may discover
further innovative and productive solutions to achieving our aim.

Allen et al. (2020) also introduced the practicalities of using blockchain to facilitate this. Analysis of the
efficacy of a networked ledger in achieving reverse transparency was conducted through case studies,
comparing its viability in addressing other issues within business supply chains. A case study of IBM’s
Food Trust provided the best comparison, evident in figure xx.
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This highlights how a ledgered network allows consumers to back-trace items practically. The network
has successfully increased efficiency and addressed drivers of lack of trust, through backtracking, to
improve brand reputation (IBM, 2020), and thus if adopted in a practical manner, would achieve our
aims.

4.3 Increasing Business Accountability

Theme 3.2 identified that whilst the APP has fewer barriers to utilising data, it's minimal stringency limits
business proactiveness to improve informed consent. The key drivers were identified as privacy fatigue
and competitive/cost pressures. Analysing this, we came to the conclusion that within the current
framework, businesses perceive little benefit in increasing transparency, especially when facing minimal
reputational pressure, fostering limited proactiveness.

This, combined with its direct barrer on consumer understanding, outlined in theme 3.1, garners a
complete understanding of Objective 1 and helps to address Objective 2; that progress to achieve
informed consent is limited by a lack of business collaboration to improve transparency.

Considering this, we believe that an approach increasing business accountability will help to improve
informed consent.

4.3.1 Enhancing Business Accountability Through A Ratings System

Observing how this research addresses Objectives 1 and 2, a framework that facilitated positive
reinforcement for businesses could subvert these barriers, motivating businesses to improve informed
consent, successfully addressing Objective 3.

This could be achieved through a method that markets transparency to the concerned and uninformed
consumer.
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Drawing on case studies, analysis was conducted to address areas of consumer concern and
practicality. An example was the Health Star Rating (HSR). HSR is a government-calculated rating
system that is placed on food packaging to illustrate nutrition levels. It aims to inform consumers on
food quality and has successfully motivated businesses to divulge ratings, with a third of products
currently displaying HSR and increasing rapidly (MP Consulting, 2019).

Adapting this will enable proactively minded businesses to mitigate previous barriers; a
centralised-rating will minimise costs, and its use as a marketing tool will subvert competitive pressures
on non-proactive businesses, encouraging them to follow suit. Survey data affirms this, wherein 74% of
respondents agreed that this would help them trust service providers. Hence, laying the groundwork for
increased collaboration to improve consumer understanding and reduce concerns, thereby limiting the
risk of uninformed consent and achieving our aims.

4.4 Using Consumer Engagement to Improve The Consent Process

Consumer detachment from the overall consent process is evident within theme 3.1. Interviews
highlighted that a simple policy tightening, such as unbundling of consent, would fail to mitigate
uninformed consent as consumers will simply “tick the checkbox” and continue to use their service.
Mittal & Sharma (2017) corroborated that this process is insufficient in informing the consumer. This
lackadaisical consumer attitude, driven by policy ineffectiveness, may ultimately have implicit effects on
the societal benefits of data as per 3.1.2.

The unaccommodating nature of the current framework induces negative consumer attitudes which the
first objective aims to address. 76% of respondents from our survey do not read ToS due to difficulty in
understanding with 88% preferring a shorter ToS, reinforced by Obar and oeldorf-Hirsch (2018) in 3.1.1
where consumers view consent policies as a ‘nuisance’. However, 74% of survey respondents care
about their online data with issues of engagement in consent policies leading to feeling a loss of control
and fatigue (Choi, Park and Jung, 2018). Therefore through personalisation and involvement, a
consumer-centric framework redesign would be conducive in achieving informed consent (CHF, 2018).

Whilst human interaction might be ideal for engagement, there are difficulties in execution. Cost is a key
factor with businesses spending up to $1.3 trillion on customer service calls each year (Boucher, 2019).
Furthermore, limitations of solving one query at a time might lead to overloading and excessive wait
times - which is counterintuitive. In an effort to balance engagement and time-consciousness,
advancements in Al have allowed for chatbots as an alternative.

4.4.1 Enhancing Consumer Engagement through Chatbots

Research by Hubspot in 2017 outlined that 57% of consumers preferred chatbots due to their
instantaneity (Boucher, 2019). Our survey results echoed similar concerns of time consciousness, as
discussed earlier.

Analysis of the success of chatbots within customer service was conducted to deduce its efficacy as a
solution. Fglstad et al. (2018) illustrated that consumers were more interested in quality and speed of
customer service, compared to its “human-likeness”. Further studies show that consumers rate their
chatbots response satisfaction on par with that of human agents (Kannan & Bernoff, 2019). Thus, whilst
reducing costs and wait times, it is evidenced that chatbots also provide an impactful consumer
experience.

chatbots act as virtual assistants for the consumer, increasing consumer engagement. They could be
utilised to instantly assist with consent enquiries, for example, by allowing consumers to be alerted to
policy changes as per figure xx, or utilising text summarisation algorithms to shorten aspects of the
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policy that is of interest, thereby conforming to consumer’s needs for shorter ToS. Evaluation of the
practicality of text summarisation leads us to the app InShorts, which summarises news articles into 60

words for the time-conscious individuals (Inshorts, 2020).

Ultimately, chatbots will act to enhance consumer engagement within the consent process, improving
the current framework and assisting in informed consent.

Privacy Polly Bot

Hi i'm Polly! | am hare to guide
you through our privacy policy!
Feel free to ask me any
quesbiong!

| would Bee 1o be alerted of
policy changes 5o | can decide
whelher 1o consent again or nol

We can alert you of changes 1o

our privacy policy through email
Would you like 1o proceed?

Yes

ﬂ- Type a text message -

4.5 Integration of Solutions

Company A
Fokde ok

o Data
Initial Reaches

Consent Blockchain
Network

Company B
.8 22

Privacy Polly Bot

Hi i'm Polly! | am here to guide
you through our privecy policy!
Feel free to azk me any
guiestions!

Dowea Tearm 7 have & I'|'l1lf‘=q for
thesir privacy policy and
trustworthiness?

Team 7 was rated 45 by the
Australian Privacy Raling
Scheme! For more information,
please visit

wiw. leamn T, oomy/pivacy

Type & lext messages

Company C

Ak Ak

Hi, 'm Polly! I'm here to guide
you through our privacy policy!

Feel free to ask me any
o question!

How has Team 7 shared by
data?

Ll text mess:
Q@ Type atext message e

Fig xx outlines a practical scenario that allows for these solutions to work in tandem to improve

informed consent.

Chatbots facilitate a more personalised initial consent process. Following this, businesses utilise
consumer data within the boundaries drawn, and are granted improved understanding over the
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transparency of data-sharing partners. With access to the records of the data transfers within the
blockchain ledger, consumers can also inquire about information of how their data has been shared,
and the ratings within this network, to make a more nuanced judgement on their trustworthiness.
However, this practical implementation is dependent on businesses using all solutions. Despite this, if
used effectively, this redesign of the current framework improves informed consent and is conducive to
consumers and other stakeholders.

4.6 Limitations and Future Direction
Various limitations within our research and analysis must be considered.

Due to time-constraints, our survey had a small sample size (n=132) and age diversity was not
addressed, with 50% of respondents aged between 18-24.

Furthermore, the immutability of blockchain may lead to concerns in regards to any need for data
erasures/changes and to enable future-proofing of policy change. Development of a memory optimised
and flexible blockchain model will help address this (Dorri et al., 2019).

Although the benefits of a rating system are clear, its criteria has not been discussed. Viable options to
inspire criteria include the Privacy by Design Framework, accounting for privacy throughout a service’s
development process (O’Connor et al.,2017), and the Principles of Responsible Investment, outlining
the incorporation of ESG issues into business practices (UNPRI, 2019).

Finally, this report is limited by a lack of cost analysis of solutions; implementation through an open
source software project may reduce implementation costs of the reverse transparency and chatbot
solutions (Wong & Sayo, 2004).

4.7 Summary SWOT Analysis of Solutions

Strengths Weaknesses
- Reverse transparency and rating system - Full advantages only realised when all
places pressure on businesses to practice solutions used together
ethical data transfers and usage
- Immutability of blockchain may lead to
- Rating system rewards proactive consumer concern regarding data
businesses changes and data erasure
- Chatbots allow for increased consumer - Lack of clarity on what criteria the rating
engagement system is based on
- Can be effective for the time-conscious - Staff may need additional training in
individual managing these technologies
- Improve informed consent. - May be expensive to implement
Opportunities Threats
- Memory optimised and flexible blockchain - Tightening of policy or certain policy
model allows for data changes/erasures
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(Dorri et al., 2019)

Privacy by Design Framework and
Principles for Responsible Investment are
potential means that the rating system
can be based on. (O’Connor et al., 2017;
UNPRI, 2019)

reform may reduce effectiveness
Lobbying against these changes

Advancements in technology that makes
given solutions such as chatbot and
blockchain obsolete. The rating system

will also have to account for constantly
evolving technology.

4.8 Interdisciplinary Collaboration

Interdisciplinary collaboration was key to deriving and analysing our solutions from the research
collected. Ashby and Exeter (2018) highlight that such a process helps to provide an optimal solution,
especially important given the complexity of improving informed consent.

As a discipline, Law is credited for its epistemic diversity of analysis (Gardiner, 2019); this was
especially useful given the nature of the project, being a proposal for a framework redesign. Consistent
evaluation was conducted from this stance, to support analysis from other disciplines, thereby ensuring
that the solutions proposed did not drift too far from the practicalities of the current legal framework
surrounding data privacy.

Overall, a diversity of thought helped to mitigate the previous barriers to achieving our aim, affirming the
benefits of interdisciplinarity.
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5.0 Conclusion

In conclusion, the viability of these methods, within a non-policy approach, are clear in their aim to
improve informed consent.

To utilise the methods that our analysis identified, we propose the following recommendations. Given
the rapidly changing online environment, on which these recommendations will be implemented,
possible future work is also recognised to ensure future-proofing.

1. Create a networked data-sharing ledger through blockchain, to facilitate reverse transparency

This will enable consumers to mitigate concerns, and improve understanding of business data
management, given the behavioural barriers to consent upon first access of a service

o Future Direction: Blockchain’s immutability may not be future proof of uncertain
regulation change, and hinder business proactiveness. Current research into
memory-optimised blockchain models addresses this, and would further contribute to
achieving our aim

2. Implement a government-backed, unbiased privacy policy rating system

This will facilitate consumer trust whilst being low-in-cost to business, and, being a marketing tool, will
reduce the competitive benefits of being non-transparent.

e Future Direction: Whilst privacy by design, and PRI research indicators, can help
inspire such a system, rapid technological advancements provide a barrier to future
proofing. Further research is required into a system that is easily applicable is required.

3. Recommend a chatbot system that enhances consumer engagement across the consent
process

This helps to facilitate a behavioural change, through a more understandable ToS, as well as mitigate a
lack of trust when concerned, through engagement.

e Future Direction: The ability to facilitate business uptake is essential to the success of
this recommendation. Future research should be conducted into the application of
open-source software to provide low-cost implementation of this solution.

By enabling uptake of these strategies through centralised development, business collaboration in
improving informed consent will be enhanced, mitigating the ineffectiveness of current policy
regulations in this aim. Whilst these strategies all clearly address the findings outlined by our objectives,
we recommend integration of the policies in their application. By doing this, the advantages they
provide in improving consumer understanding and facilitating business collaboration are best realised,
most successfully achieving informed consent.
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7.0 Appendices

Appendix 7.1: Interview 1 Key Findings That Helped Direct Research

At present, there is a gap between policy, and stakeholder expectations of transparency

There are companies leading in some areas of data privacy, but no one has figured it out
perfectly

e Discussing Directions for Solutions
o Itis important to inform/educate the user on good and bad data use, what the benefits
are of sharing data
o Certification is also interesting, like fair trade
m  Who would oversee this? Can’t just be about disclosure, smaller companies may
not have this same access to marketing.
o Businesses address other issues through identifying how they can exercise control, for
example: How they mitigate the risks within the supply chain process
m Agricultural sectors and traceability is a key trend
m Could be interesting to explore how you develop trust in data usage through this
lense - Reverse transparency (e.g. How have the advertisements been
targeted?)
e Breaches can be very costly, but coming forward is important for trust
o ltis easier for big players to come forward compared to smaller business
e Consent Unbundling: Is it actually delivering on its intent? Unintended consequences should be
researched.

e (Rhetorical question): How has regulation been reviewed? What is next for GDPR?

Appendix 7.2: Interview 2 Key Findings That Helped Direct Research

e APP gives room for businesses to operate lawfully with consumers, whilst also achieving
business outcomes
o However, there are businesses who operate in multiple jurisdictions, as a result being
subject to multiple regulations
o Adopting the GDPR within Australia would simplify practices for these global businesses,

it is a tighter standard that would be burdensome for businesses that solely operate in
Australia

e Discussing Directions for Solutions
o Consumer upliftfawareness is an important step towards the solution.
o Unbundling of consent is good in concept, but its practicality is debatable

o Cookie banners don’t appear effective in changing consumer behaviour... They just click
the “accept all cookies” and forget

e Although there are businesses being proactive, this is not enough

o Policy is good as guidance/baseline, but part of being in business is finding what is good
for business, and what is good for consumer
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m Something is required, to motivate businesses to spend costs

Reputation and being Proactive

o Strongly regulated industries and iconic brands care about reputational costs
Discussing the role of consumer awareness: Consumers could be more inclined to share if they
understand the benefits them
Reverse transparency... Notifying where the data is collected from in advertisements (e.g.
online shopping and online retail interactions)?

o If consumers had more information, they would be more willing to share.

o Also works for businesses, to gain more relevant data and engaged consumers... it could

mutually beneficial

As technology involves, the goal for companies is to stay relevant, provide something valuable
Targeted advertising, Facebook is giving more information of where they get the information

Appendix 7.3: Interview 3 Key Findings That Helped Direct Research

Benefits of Ethical Use of Data:
o Gain insights into trends (such as foot passage, traffic, parking), can be used to benefit
society in a multitude of ways
o Also helps them to deliver better products to clients through improved understanding
In terms of policy reform, there poses an opportunity: You could be overly prescriptive in terms
of regulation, or could introduce principles based guidelines
o Collaboration is also key, although needs to be a wide debate
o An centralised initiative is also needed - A standardised rating system is a possible
means to achieve this
Opt in/Opt out: When this flipped in the GDPR, a lot of business models collapsed and led to a
lot of struggle
o Less understanding of consumer behaviour
o Smaller companies appeared to suffer more
Culture plays a role in the way consumers view data management
o Individualist vs. Collectivist
Creating change, such as through guiding principles, needs to be about framing on the use of
data...
Unbundling consent: People still skip through and don't read and just click the default option.
Does not solve the issue
A consumer attitude, where opportunities/benefits outlay privacy is apparent... What safeguards
can be put in place?
o Policy could be directed to focus on how data is used, as people need to know when it is
being used beneficially
o The pace of change must also be considered
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Appendix 7.4: Survey Questions and Responses

We conducted a survey on consumer attitudes and behaviours surrounding data privacy and consent,
collecting a total of 132 responses. The survey was conducted using the Google Forms platform. All
questions that asked for a response on a linear scale were based on the Likert scale, ranging from 1 =
‘Strongly disagree’ to 5 = ‘Strongly agree’.

TITLE: Your interaction online and the way you consent

DESCRIPTION: In this survey, we are interested in hearing about your interaction online, your opinions
and what you would like to see in terms of change when it comes to the way you give online consent.
We thank you for your valuable time and opinion!

Age

132 responses

@ Under 12 years old

@® 12-17 years old
18-24 years old

@ 25-34 years old

@ 35-44 years old

@ 45-54 years old

® 55-64 years old

@ 65 years or older
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SECTION 2: Terms of Service Agreements

| read the Terms of Service Agreement of most of the services | use.
132 responses

60

59 (44.7%)

40 42 (31.8%)

20 20 (15.2%)

9 (6.8%)

| have trouble understanding the Terms of Service Agreement
132 responses

60

40 43 (32.6%)

30 (22.7%) 27 (20.5%)

20
19 (14.4%)

13 (9.8%)
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| know what | am consenting to in the Terms of Service Agreement.
132 responses

40
39 (29.5%)

37 (28%)

30
27 (20.5%)

20 21 (15.9%)

10
8 (6.1%)

| am more likely to read the Terms of Service Agreement if they were shorter.
132 responses

100

75 81 (61.4%)

50

36 (27.3%)
25

2 (1.|5%)

9 (6.8%)
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| would prefer a more personalised means to guide me through a companies' - such as through a
chatbot.

132 responses

40

30
30 (22.7%) 31 (23.5%)

26 (19.7%) 27 (20.5%)

20
18 (13.6%)

10

I am more likely to watch a short video about the Terms of Service Agreement.

132 responses

60

40 42 (31.8%)

31 (23.5%)

20 24 (18.2%)
17 (12.9%) 18 (13.6%)

SECTION 3: Trustworthiness of service providers with your data

DESCRIPTION: When you agree to use a service such as Facebook, usually you consent to your
service provider collecting some of your personal data. In this section, we are interested in hearing how
you give consent to your personal data.

What do you think proper consent should be in terms of giving your data to service providers? (Given
the following choices:

Written declaration and confirmation

Verbal declaration and confirmation

Clickthrough agreement, such as clicking ‘| Accept’
Consent is implied in certain circumstances
Other...

Surprisingly, we received quite a few responses that used the Other... function.)
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What do you think proper consent should be in terms of giving your data to service providers?
132 responses

@ written declaration and confirmation

@ verbal declaration and confirmation

@ clickthrough agreement, such as clicki...
@ consentis implied in certain circumsta...
@ written sign of conditions that aren't si...
@® Not sure

@ Don't know

@ the way in which explicit consent is giv...

12V

| care about the personal data that my service providers have about me.
132 responses

80
60 64 (48.5%)
40
37 (28%)
20 22 (16.7%)
1 (0.8%)
0 | 8 (6.1%)
1 2 3 4 5

| trust my service providers with my data.
132 responses

40
38 (28.8%)

34 (25.8%)
30

24 (18.2%)
20 22 (16.7%)

14 (10.6%)
10
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I am more likely to trust an online service provider with my personal data if there was a

government-backed rating score of their trustwor... Rating System we have for foods and beverages.
132 responses

60

56 (42.4%)

40 42 (31.8%)

20 25 (18.9%)

6 (4.5%)

| am more likely to trust a service provider if they were transparent about how they gather and use

my personal data.
132 responses

80

68 (51.5%)
60

40 41 (31.1%)

20

17 (12.9%)

2 (1.|5%)
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I am more likely to trust a service provider if | knew the level of control | have over how my

personal data will be used and how long.
132 responses

80

67 (50.8%)

60

40 46 (34.8%)

20
1(0.8%) 15 (11.4%)

I am more likely to trust a service provider if | knew where my data was being transferred to

between businesses.
132 responses

60

53 (40.2%)

40
40 (30.3%)

20 25 (18.9%)

7 (5.3%) 7 (5.3%)
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I am more likely to trust a service provider if my data were not transferred between businesses.
132 responses

100

85 (64.4%)
75
50
25

24 (18.2%)
2 (1.|5%) 15 (11.4%)
0
1 2 3 4 5

I am more likely to trust a service provider if | had the right to leave them and remove my personal
data.

132 responses

100

89 (67.4%)
75
50

25 26 (19.7%)
0,
1 (o.ls%) 3 (2-|3 %) 13 (9.8%)
0
1 2 3 4 5
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| am more likely to trust a service provider if | had to give consent for multiple requests separately.

instead of giving a blanket, bundled response.
132 responses

60

56 (42.4%)
40

37 (28%)
28 (21.2%)
20
1 (0.8%) 10 (7.6%)
0 |
1 2 3 4 5

| actively opt-out of data collection features on apps.

132 responses

60

40 43 (32.6%)

34 (25.8%)

30 (22.7%)
20

14 (10.6%)

11 (8.3%)
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| find it difficult to find data collection settings on apps.

132 responses

60

52 (39.4%)
40

41 (31.1%)

28 (21.2%)
20

8 (6.1%)

We are very interested in any thoughts you have regarding online consent. Do you think there is a
better alternative to today's Terms of Service Agreements? Is there something that would help you
make more informed consent? (optional)

Something written like a disclaimer on the website that people can easily see and something
that is not too long

To many online sites use American T&Cs, consent and privacy statements that have no legal
meaning in Australia. Consent must be explicit and to the Australian standard. Bring in GDPR
rights in Australia

Should be short and have clarity

Hello there, | would really like a bullet point summary of what is being concented to in plain
English.

Simply put, I'm very lazy to read through terms of consent agreements, and at this point, | take it
as a given / implicit understanding that any site whose services | use is going to misuse my data
in some way. Thus, my trade-off is | just don't use websites I'm not comfortable with having my
data. Harder said than done of course with massive conglomerates like Facebook owning
multiple companies, some of which are very hard not to use.

Yes, we should definitely have more control on our personal data. So many times we receive
calls from fake companies when they get our phone numbers or addresses etc. Passing data
from business to business should not be allowed. If for any critical reasons it is important to
pass data from b2b then we should know where it is being passed.

Provide a checkbox for each term of the TSA. Users check the boxes next to terms with which
they agree, in a opt-in manner. If the service cannot be provided due to insufficient boxes being
checked, then the user can make a decision on how to proceed (whether to reconsider the
terms or quit the service).

Make user highlight or read critical terms eg use mouse to highlight the lines and only allow to
accept and proceed further

| like the idea of a government data safety rating

Writing it not like a legal document but dot points which outline the key ways the data is used etc
Tree-tracking could be nice (i.e. seeing how many 3rd party connections there are, and being
able to see all the places the data could go)

Being transparent about specific types of data collection and the forwarding of this data between
companies would be good. However, such a move is unlikely considering how much information
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is shared between businesses. At the very least, users should be made aware of specific data
businesses collect and what they do with that data.

Bigger font and shorter easy to understand no / less legal terminology.

It would be useful to customize consent, and to be able to review the consequences of each
consent in terms of data collected, and how the data can be exploited, so that | can opt out at a
later date if | find it excessive.

This is an area that generally is fairly confusing and one that | often ignore. So | wouldn't even
really know where to begin making suggestions.

Video Explanation

If there was a simple statement of what you are consenting to tailored for each business

Make easy way for users to understand terms & conditions unfortunately many people are not
able to read completely

| feel like even if you are more informed, it isn’t necessarily that helpful because even if they say
they are going to give your data to third parties or whatever, you don’t really have a choice
because most of the time, you need the service they are providing. So while it would be
informative to know what was happening to our data, | don’t think we would stop giving them
permission because we need whatever they are giving us in exchange for our data. It would be
better for companies to demonstrate to us that they are protecting our data.

Give clients more control over what data they allow you to collect. Make the agreement process
quiz-like to ensure a greater degree of understanding prior to clicking “I Agree”.

A short video would definitely help (over long written T&C agreements), and so would heavier
govt supervision over how service providers use my data
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